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Abstract

The study of online romance scam is still at its infancy in Malaysia, despite the increase in the number of reported cases in this country. This research primarily aims to build a framework of deceptive language used in the online romance scam in Malaysia through a comprehensive linguistic analysis of actual online conversations between scammers and victims. The empirical investigation of this research focuses on the language strategies used by scammers as a modus operando in deceiving their targets. With the help of the Malaysian Police Department, a database of romance scam cases and was gathered and established. From the database, 30 sets of online communication between scammers and 30 Malaysian victims were selected and analyzed using content analysis. One of the aspects involved in the analysis of data was scammers’ linguistic styles and patterns in manipulating their targets and this was executed using Brown and Levinson Politeness Model as well as Whitty’s Scammers Persuasive Techniques Model. The findings indicate a standard linguistic pattern and style of conversation used by online scammers in persuading and deceiving their victims.
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Introduction

It is interesting to note how early researchers (Licklider 1960; Kleinrock 1962) had predicted that human interaction via the Internet and the sourced of information by the touch of one's fingertips in within seconds, more than 50 years ago. Unfortunately, this advancement has also provided an avenue and indirectly expanded the opportunities for various types of cybercrime, especially those involving manipulation. One of the most intimidating cybercrimes involving manipulation wherein the number of victims falling prey are on a shocking rise would be the online dating romance scam. 

[bookmark: _Hlk509511822]The online dating romance scams are described as a "specific type of mass marketing fraud involving situations where scammers pretend to initiate a relationship through online networking sites with the intention to defraud their victims of large sum of money” (Whitty 2012b, p 14). Scammers normally look for vulnerable, romantic and lonely people who are looking for a companion or relationship as potential victims (Buchanan & Whitty 2014). Romance scammers who disguised themselves using various assumed identities on social networking and online dating sites normally approach and establish intimate relationships with potential victims using several techniques and strategies that lure victims to get emotionally attached to them. Once the emotional bond and trust is established, scammers will ask for money by giving assorted reasons such as emergency situations, illness and bankruptcy. Virtual romantic relationships are made up to be very fascinating until victims are willing to surrender everything for their relationship.

In Malaysia, the number of online dating romance scam cases are increasing at an alarming rate. In 2012 alone, the Malaysia Police Department reported a loss of RM32.09 million due to the Internet Romance Scams (Tan Hooi Koon 2014). The Cyber Security Malaysia's report indicates an increase of romance scam cases in Malaysia, from 4,001 cases in 2012 to 4,485 cases in 2013. The head executive of Cyber Security Malaysia, Dr. Amiruddin Abdul Wahab states that from the year 2011 to 2013, Cyber Security Malaysia had received not less than 740 reports pertaining to the same issue. Based on a latest statistic generated by My Computer Response Team (MyCERT) under CyberSecurity Malaysia, the General Incident Statistic report in 2016 shows an increase of 664 online fraud cases in Malaysia from 3,257 cases in 2015 to 3,921 cases in 2016, this includes online dating romance scam as well. A study commissioned earlier this year by the Telenor Group, a Norwegian multinational telecommunication company with operations in Europe and Asia, found that Malaysia as the most vulnerable to Internet scams. 

Bukit Aman Commercial Crime Investigations Department (CCID) director Comm Datuk Seri Mortadza stated that cheating or frauds committed by Africans, which included 'parcel' and 'love scam' have recorded a significant increase in 2015, despite the department's campaigns and media coverage over the modus operandi of these conmen. This is caused by the massive influx of foreign cyber criminals in Malaysia, as the country has become one of the biggest platforms for various international online frauds and cybercrime.

Despite the increasing number of cybercrime cases in Malaysia, the study of online dating romance scam is still infancy in this country. "There is a scarcity research available on other mass marketing fraud scam" and this includes the online dating romance scam (Whitty, 2012). The present research therefore, is designed to study and investigate the styles of persuasive language used as modus operandi in the online dating romance scam. What makes it different from the previous studies (Whitty 2012; Buchanan & Whitty 2014) would be the focus, which primarily draws on the local victims or potential victims. It is hoped that the outcome of this research will also contribute to the development of a model (that is suitable with the Malaysia context) that helps identify the common linguistic patterns and persuasive language strategies of online romance scam in this country. 

Even though the government is giving their best effort to combat the crime, there are still number of baffling issues, challenges and problems faced by the authorities due to the borderless nature of this atrocious crime. To date, there has not been any specific and comprehensive law enactments established to specifically combat the crime. The Computer Crime Act (CCA) 1997 was enacted in the late 90's to restrain cybercrimes. However, it is only limited to the crimes done through or using computers where there is no specific provision to allow it to stand alone on crimes related to online dating romance scam or online fraud within the Malaysian jurisdiction. Thus, cybercrime has become prevalent in this country due to the ambiguities in our domestic laws especially laws relating to online romance scam. This research therefore, is important in providing comprehensive persuasive techniques performed by cyber criminals in manipulating and deceiving targets.

Conceptual Framework

Strategies of Romance Scam (Whitty 2012b, 2013) 

After conducting several interview sessions with victims, Whitty (2012b, 2013) compiles the following common strategies of the online dating romance scam:

Strategy 1: Attractive profile 
Profile on social media that attracts-usually a professional male / female (working as an engineer, lawyer or businessman) in European countries.

Strategy 2: Developing trust
Scammers will remove the site as a demonstration of commitment, asking for other means of communication (telephone number, SMS, email, etc.). They will ask the victim's personal phone number and e-mail to communicate more closely. Scammers will send various intimate messages, from poetic e mails, romantic messages and share interesting and funny stories to develop trust further, which brings to a significant level of self-disclosure amongst victims. Scammers will also describe themselves as someone knowledgeable, often abroad, powerful, humble and respectful. They will share personal stories to instill trust and use romantic words to play with victims’ emotions. Apart from that, they will also demonstrate deep interest in different societies, religions and cultures.

Strategy 3: Hyper personal relationship
More intimate than face to face relationship - online communication environment creates a space where all ties with the outside world is cut off and cognitive resources are solely used to focus on the online communication.



Strategy 4: Grooming process
The process of manipulating victims to focus solely on the emotional aspect of the relationship and cognitively dismiss any non-rewarding information. Victims are placed in a vacuum where lies and deceptions are nothing but the truth. It involves a mind-manipulating strategy where victims who have been attracted to the romantic words of cyber-love scammers will ignore all the information that they perceive as threats to the relationships. Victims who have been trapped by emotion are ready to do anything for their lover.

Strategy 5: The sting
Test the water by asking for a small amount of money by creating stories such as car accident, illnesses, bankruptcy or other emergency situations.

Strategy 6: Maintenance of the scam 
The scammer assumes a different character (authority figure, lawyers, and police) to present a bigger excuse for money.

Strategy 7: Trajectory
This strategy involves three different types of trajectories:
1. The foot-in-door technique: scammers ask for a small amount of money- if victims comply, scammers will begin to ask for more.
2. Straight to the crisis: scammers ask for the entire price at once.
3. The door-in-the face technique: scammers ask for a large amount of money-if victims refuse, scammers will bargain and lower the amount.

The present study, however, only focuses on the use of language in manifesting the last four strategies (grooming process, the sting, maintenance and trajectory) in online romance scam. The linguistic analysis of the strategies is executed based on Brown and Levinson Politeness Model.
Brown and Levinson Politeness Model

In 1978, Brown and Levinson proposed a comprehensive framework known as politeness theory that accentuates the strategic nature of human interaction and communication behavior. This was done by providing a universal descriptive and explanatory framework of human relations and social behavior.  The theory consists of three concepts which are ‘face’, ‘face-threatening acts (FTAs) and ‘politeness strategies’.  The fundamental concept of this theory lies on the notion of ‘face’ that was introduced by Goffman (1967).  He defined face as:
 
the positive social value a person effectively claims for himself by the line others assume he has taken during a particular contact.  Face is an image of self-delineated in terms of approved social attributes (Goffman 1967:5).

By expanding Goffman’s concept of face, Brown & Levinson (1987) further defined ‘face’ as   “the public self-image of a person that every member of a society wants to claim for himself/herself” (Brown and Levinson 1987: 61) which refers to the state of emotion and social values that every person has and expects others to recognise and acknowledge in every conversation.  They suggested that face “can be lost, maintained, or enhanced, and must be constantly attended to in interaction” (Brown and Levinson 1987:61).  There are two fundamental aspects of the theory known as positive and negative politeness which are related to the maintenance of positive and negative face of both speakers and hearers.  Positive face is the need to be accepted and approved by members of speech community whereas negative face refers to the need for freedom of action and not to be forced by others in conducting actions (Brown and Levinson 1987).  In other words, positive face is the desire to be liked and appreciated whereas negative face is the desire to be approved and demonstrate freedom of action.

Brown & Levinson postulated that when a person has the desire to maintain his face and/or the face of his addressees or to keep relationship with them, he or she will avoid conflicts and moderate the speech. However, if a person wishes to distance himself from the addresses or to assert power, he or she will perform face-threatening acts (FTAs) (David 2008).  A person in power has the choice and privilege of threatening the faces of those who are not in control of the relationship or conversation. On the contrary, those without power cannot directly threaten the faces of those with power without facing profound consequences.  Evans and Kay (2010:36) state,

If a speaker says something that represents a threat to another individual’s expectations regarding self-image, it is described as a face threatening act (FTA). Alternatively, given the possibility that some action might be interpreted as a threat to another’s face, the speaker can say something to lessen the possible threat. This is called a face-saving act (FSA).

According to Brown & Levinson (1987), most speech acts are FTAs, in which both speakers’ and addressees’ faces can be threatened in random interaction.  Some speech acts, verbal or non-verbal, can threaten both speaker’s and hearer’s face at the same time.  Some acts such as apologising and expressing gratitude for instance, threaten the speaker’s face whereas some other acts such as criticising and giving instructions may threaten hearer’s face.  Finally, some acts that boost a hearer’s positive face may also threaten his/her negative face. Giving and accepting compliments for instance, is part of the positive politeness strategy that enhance hearer’s positive face but simultaneously threatens his/her negative face by forcing him/her to accept and show appreciation to the compliments (Holmes 1988).  

Social distance plays an important role in determining the way people treat each other in communication. Brown and Levinson (1987:76) define distance it as “a symmetric social dimension of similarity or difference within which speaker and hearer stand for the purpose of this act.”  Apart from that, distance is always associated to the degree of familiarity or the level intimacy between speakers and hearers.  Wierzbicka (1991) believes that people’s level of intimacy is very much related to their mutual knowledge and emotional attachment for each other.  As the level of social distance is categorised as high among strangers, people who do not know each other will basically use more modification devices in their communication as compared to a normal conversation among family and friends.


Positive Politeness vs. Negative Politeness

Positive politeness is the acts performed to fulfil a person’s needs to be understood, approved and accepted by others. In order to achieve this, speakers will try to minimise the distance between the addressees by using friendly remark and gestures as well as showing high interest towards addressee’s need to be accepted and approved. Brown and Levinson (1987:101) define the strategy as:

Positive politeness strategies claim or presuppose common ground by noticing, attending to H[earer], showing and intensifying interest, approval, seeking agreement and avoiding disagreement, joking; convey that S[peaker] and H are cooperators by claiming reflexivity or reciprocity; or fulfill H’s wants by giving gifts to H in the form of goods, sympathy, understanding, cooperation

The following table demonstrates the strategies:

	[bookmark: _Hlk509510138]Type of Politeness
	General Description
	Description of Acts (or Strategy)
	Categorization of Strategy

	Positive Politeness
	Claim common ground
	Indicate interest and admiration
	Notice and attend to a person’s interests and wants

	
	
	
	Exaggerate sympathy/approval/ interest 

	
	
	
	Strengthen interest 

	
	
	Claim membership
	Use in-group identity markers

	
	
	Claim similarities
	Seek agreement

	
	
	
	Avoid Disagreement

	
	
	
	Strengthen common ground

	
	
	
	Joke

	
	Indicate association
	Acknowledge a person’s want/interest by taking them into account
	Show concern of a person’s needs and wants

	
	
	Demonstrate similarities:
I also want what you have/ I also want what you want/You should want what I have/want
	Offer, promise

	
	
	
	Show optimism

	
	
	
	Include both parties in the same activity

	
	
	
	Give reasons or ask for reasons

	
	
	Claim reciprocity
	Show reciprocation

	
	Fulfil a person’s wants (for some reasons/ under certain conditions or circumstances)
	
	Offer presents or gifts

	
	
	
	Show sympathy, understanding, cooperation


[bookmark: _Hlk509510167]  							              (Brown and Levinson 1987:102)

Negative politeness, on the other hand, is defined as the acts performed to fulfil a person’s freedom of action or his needs to be free in doing things without being judged by others. “Negative politeness is defined as any attempt to meet negative face wants” (Brown and Gilman 1972:162).  The fundamental aspect of this strategy is deference that indirectly increases social distance between speakers and addressees. Greene and Burleson (2008:363) describe negative politeness as follows:

[bookmark: _Hlk509442982] (a) it is marked by the speaker’s self-effacement and deference towards the hearer and (b) it does not presume that hearer would value the speaker’s appreciation for the hearer’s positive attributes and their relationship as positive politeness does (Greene & Burleson 2008:363).  

The following table demonstrates the strategies:

	[bookmark: _Hlk509510190]Type of Politeness
	General Description
	Description of Acts (or Strategy)
	Categorization of Strategy

	Negative Politeness
	Be direct
	Make direct claims/statements/request

	
	Don’t assume
	Make minimum assumptions in conversation about what a person really wants or needs, and what is relevant to him/her
	Questioning, hedging
	

	
	Do not force or put pressure on a person
	Give a person options- to do or not to do the target action
	Be indirect
	

	
	
	
	Do not assume a person is able/willing to do the target action
	

	
	
	
	Assume that a person is not likely to perform the target action
	Be pessimistic

	
	
	Minimize threat
	Minimize the  pressure/ burden

	
	Express a person’s need for freedom in action
	Apologize

	
	
	Avoid pronouns ‘I’ and ‘you’

	
	
	Nominalize


[bookmark: _Hlk509510211](Brown and Levinson 1987: 131)





The Study

Developing a Fraud Language Detector for Online Romance Scam in Malaysia: A Linguistic Analysis Using Romance Scam-Attack Framework

Based on the strategies discussed, we propose a novel framework known as Online Romance Scam-Attack Framework, which is designed to identify a potential romance scam attack before it is executed (as shown in Figure 1). Prevention is the ultimate goal, leading towards a safe establishment of relationship via the online communication channel. 

Figure 1: Online Romance Scam-Attack Framework ©

Scammers typically establish relationship with the victims through online dating sites and social media platform. This indicates that although stat-of-the-art email spam detection has achieved reasonable success, scammers are managing to bypass it and initiate contact, develop relationship, and establish trust with the victims (Freiermuth, 2011). Then, they move in for the kill and con the victims of their money. 

The only clues/traces we have of the scammers are the communicated text to the victims – either through emails or chat messengers. Hence, the proposed framework is linguistically motivated, aiming to perform an automated linguistic analysis on the communicated text between an unknown subject and a potential target on the target’s end device. 

Existing studies highlight common linguistic traits/features after performing a linguistic analysis of the romance scam data (Schaffer, 2012); identify different linguistic styles used by the scammers (Kich, 2005). The linguistic traits distinguish three different narrative strategies in scam e-mails: first-, second-, and third-person narratives. Employing these narrative strategies, scammers establish links with the recipients by combining fictional content with real-world contexts. Some of the narratives display quite elaborate and artful traits. Hereby they implicitly connect the story content with the interactional roles of e-mail communication. Upon scrutinizing the scammer’s modus operandi, we can divide it into three stages according to the different linguistic style/approach required. 

The three stages are: 1) Initial 2) Pre-attraction and 3) Hooked. The first stage involves setting up contact and establishing relationship. In this stage, a profile check of the initiator should be performed before furthering the relationship. In the subsequent stages, there is a difference in intention which steer the linguistic style of the communicated text of the scammer – stage 2 is mainly to establish credibility – a good, friendly, romantic, and religious person, wanting to learn about the potential victim’s background and culture. Frequency of correspondence increase, etc. whereas in final stage, after the target has fallen for the scammer, the scammer will initiate the monetary request using the abovementioned techniques (c.f. section x). The subsequent paragraphs describe each stage in details.

Initial stage: Strategy #1 is applied

Strategy #1 is mainly contextual cues (culture background, profession, education, image, friends/associates), text analysis on user profile  “Profile score”
A profile-check for the following:
1. The initiator meets the characteristics stated in Strategy #1 (i.e. a professional and European).  
2. Profile picture is fake, or only has one photo and has overly suggestive pose (tips from visahunter)
3. Poorly written profile (NLP tool to measure quality of the written profile description)
4. Friend list non-existent or small or consist of Asians only (since he/she claims to be European)
Pre-attraction (early to middle) stage: Strategy 2, 3, 4 are applied

Here, scammer attempts to establish credibility and form relationship. Linguistic features identified (Tan and Yoong, 2017): words/expressions with religious connotation (present/more if target has religious inclinations) – idea of “Divine Providence”, pre-destined soul mate; naivety on dating site – new, introduced, etc.; words that connote characteristics of trustworthiness – honest, sincere, “I will always ...”; words that express keen attraction for the target – “all I want”, “really want”, “all the time”; words that prioritize the target – hyperbolic phrases to amplify certain aspect of the message (must be positive message) e.g. “all I have been dreaming for”, “cannot imagine more honor”, “wherever you go”, “through all your days”, “now and for all time”, “every moment”, “every way”, “all the time”, “so much”; words of praises and compliments to the target; In establishing credibility, several approaches can be investigated:  
1. If data is available, a corpus linguistic approach can be used to discover linguistics strategies in the data e.g.
2. Supervised Machine Learning (ML) approach, train classifier to detect suspicious text

Hooked (middle to end) stage: Strategy 5, 6 and 7 are applied

In this stage, monetary request is initiated. Three main techniques are used: foot-in-door, straight-to-the-crisis, and door-in-the-face. Also, words expressing gratefulness is used in conjunction with the request for money (Tan and Yoong, 2017) and it could be applicable to foot-in-door technique. 
Writing style: aggressive
Words or typical scenarios used by the scammer: 
· Scammer promise to send gifts and then request immigration tax payments for the purpose of the shipment
· Scammer claim there are problems and are stranded at the airport 
· Scammer has problems in business and are forced to pass on a payment immediately 
· Scammer has an accident and is forced to pay compensation immediately
· Family members are diagnosed with serious illness
Our framework then leads to the proposal of the second model, which was established based on several concepts and theories (Whitty 2012b, 2013, Brown and Levinson 1987). This model is known as the Linguistic Patterns and Persuasive Language Strategies Model for Online Romance Scam- Attack Framework.

Findings

[bookmark: _Hlk508817449]Linguistic Patterns and Persuasive Language Strategies Model for Online Romance Scam- Attack Framework ©
	Online Romance Scam-Attack Framework
	Description of Acts (or Strategy)
	Categorization of Strategy
	Sample of Online Conversation

	Stage #1- Initial

(Setting up contact and establishing relationship)

At this stage, a profile check of the initiator will be performed before getting into the relationship.


	Stage 1.1- Setting up contact
	Scammer displays interesting fake profile on social media
	Scammer 5:
Assalamualaikum I cannot speak Indonesian but I am really attracted to you and I want to be your friend.
I hope youre doing good and everything is working well with you. I want to tell you more about me, I am ENGR James Murphy, I am from Poland but I live here in Glasgow London, I am 50 years old

Scammer 24:
I am Yusof, 40, from Selangor, Malaysia based in UK, I'm divorced have one kid, a girl of two years. I work as Offshore Manager at Liverpool Bay Oil and Gas Fields, United Kingdom. Would like to know you more if possible, you give your whatsapp or viber number. Thanks, Yusof.

Scammer 18:
I am from Hong Kong but i live in New York, United State Of America. I was born and grew up here in United State. I am single with a wonderful beautiful daughter. I am a Petroleum and Chemical Engineer. I work in Oil wells, offshore oil rig and i work on contract bases. I am also into oil business. I buy and sell Oil and Chemicals


	Stage 1.2- Establishing Relationship
	Scammer introduces his background. Some scammers provide interesting stories.
	Scammer 5:
I am a widower, my wife died years ago in a plane crash, I don’t want to talk about that now because it hurts me so much anytime I remembers the ugly incident.

Scammer 22:
My name is Dasuki currently living in London, i am from Kedah Malaysia, but i was born and brought up in London, I am into real estate management
and properties business in
London, i am a widower, i lost my wife in car accident, please where are you from ?

	Stage #2 –Pre-Attraction 

(Gaining trust, developing personal relationship and grooming process)

The process of manipulating the victim to focus on the emotional cues and cognitively dismiss and non-rewarding information.


	 Stage 2.1- Gaining Trust
	Positive Politeness Strategy 1:

Scammer indicates similarities with victim to claim common ground 
	Step 1:
Claim common Ground

Scammer shows similarities between him and target victim.

I want what you have/ I want what you want/You should want what I have/want
	Scammer 5:
Thanks for accepting my friend request. Is my pleasure to have you. Assalamualaikum friend,
I cannot speak Indonesian so I have to use my translator.

Scammer 17:
Good Afternoon and Good Day, Assalamualaikum, you can give me your mobile number because i am not on Facebook, Thanks for your responds today because i have been waiting to hear from you.

Scammer 22:
No my dear i can't speak malay because i was brought up in London
Ohhh, but i promise to learn Malaysia when i come to Malaysia. Are you married?

Scammer 24:
I am Yusof, 40, from Selangor, Malaysia

Scammer 18:
Wow you are from Malaysia, that is great, i have been in Malaysia for once. I was there when we came for international conference meeting at a place called Kuala Lumpur and that was were i opened my linked. it was in the meeting there that joined LinkedIn.


	Stage 2.2-  Developing Personal Relationship
	Positive Politeness Strategy 2:

Acts that indicate association between scammer and victim 

	Step 2:
Scammer notices and attend to victim’s interests and wants
	Scammer 27:
My love good Morning from
the city of Malaysia, am so
happy and excited to hear
from you, indeed you mean
so much to me, I love you a
milk ok times

	Stage 2.3- Grooming Process
	
	Step 3:
Scammer shows concern of victim’s needs and wants
	Scammer 27:
Honey I hope you are fine.
Happy sound and healthy
my love. I miss you with my
whole heart


	
	
	Step 4:
Scammer exaggerates interest/sympathy/
approval/ towards victim
	Scammer 16:
Darling 
People add me 
But i don't chat with them 
I am beginning to love you darling
I don't know why but i am thinking
about you darling
We have to know about ourselves with time okay honey


	
	
	Step 5:
Scammer strengthens his interest towards the victim (or at least makes victim feels as it is)


	Scammer 26:
I want to marry you
No I'm very serious
You are my type of woman
What type
Ever since i lost my wife I have not seen a woman that I feel so much for
I really need you
Can you give a chance


	
	
	Step 6:
Scammer makes  interesting offers
	Scammer 26:
Guess what?
Tuesday is my birthday
So I shall give some gift to my friends so you as my wife 
What would u like me to give to you?
Mention anything
And also ask my son what I
should send for him
Don't worry dear I will take care of you ok


	
	
	Step 7:
Scammer shows the act of togetherness by including victim into his future plan 
	Scammer 26:
When do you plan of coming to London?
I want you to come and pay me a visit
I will pay for your visa
So tell me when do you want to come?
Just to know better and I will come with you to Malaysia to come and see your parents


	
	
	Step 8:
Scammer urges for reasons or give reasons for his action
	Scammer 7:
i just want you to appreciate me and open up your love and heart to me ok
i am so in love with you
all i want is for you to be honest to me ok
you promise to be honest with me darling?


	
	Negative FTA Strategy 3:
Scammer makes valuable offers. This put pressure on victim to accept or reject the fast-moving relationship. Victim feels obliged to fulfil the request.

	Step 9:
Scammer indicates that he wants victim to commit herself to whether or not she wants to do something for the scammer.
	Scammer 16:
I will sacrifice for you. I can promise you that honey
I never hurt my wife till she passed
away
I love you till Jannah honey 
Give me chance to your heart and I will make you happy till jannah 
Can swear with my life if you want me to swear darling
Sweetheart please give one of your
pic here okay

Scammer 26:
Let me know today because
I will be going for shopping
Once I buy them tomorrow I will send it for vou to see if you like


	
	Positive Politeness Strategy 4:
Scammer shows attempt to  fulfil victim’s wants and needs
	Step 10:
Scammer offers interesting gifts
	Scammer 7:
i will include some other great stuff too like perfumes, ladies handbags and a surprise brown envelope
inside the parcel ok
i am in the shopping mall now
is ok dont worry ok


Scammer 26: 
I'm going to give you something to give to my son

Can talk with your daughter
Pls, I'm going to call you so that I can talk to him

Scammer 29:
I will show you through phone
for you to see it
Then if you like them I will now
send it to you
Honey promise you
I truly love you
I want to marry you
I love you very much
Ok honey


	
	
	Step 11:
Show sympathy, understanding, cooperation
	Scammer 26:
I will put 10000pounds in the package so that you use it to prepare your visa
Tq my lovely husband
Ok honey
But now
Wait
Bc my son must finish he exam
You're come first
Whit my daughter
Ok you can use the money
to buy whatever he needs in
school till December
Because I will come and visit 


	Stage #3- Hooked
(Stages- Maintaining the scam, the bait, execution) 


	[bookmark: _Hlk508899699]Strategy 3.1-Maintaining the Scam

	Step 12: 

The scammer assumes a different character (authority figure, lawyers, and police) to present a new excuse for the money.

	Involvement of other parties such as bank officers or custom officers 
(No politeness strategies involved)



	[bookmark: _Hlk509402321][bookmark: _Hlk508899595]Strategy 3.2-The bait

Test the waters by asking for a gift or some crises such as car accident, family member sick, injured in war, problems in business have occurred.

	Negative FTA Strategy 4:
Scammer put pressure on victim by asking him/her to do (or refrain from doing) something. These acts (or strategies) prompt drastic responses from victim.
	Step 13:

Orders and request: Scammer indicates that he wants victim to do or avoid from doing something.
	Scammer 4:
This is not done yet and as I have emailed him that I am hospitalized and cannot go to the bank.

Scammer 6:
My goods are stuck in Malaysian customs and needed money to clear customs in order for export

Scammer 22:
My late father was a
shareholder in Petronas
company, but before my father died he told me that i should try and sell the share and i should
make sure i invest the money in malaysia and also plan to base in
Malaysia because malaysia is my home, but since last year i have been writing to petronas company concerning it but they keep telling me that they will get
back to me, please i want you to always pray concerning it and I will appreciate okay

Scammer 27:
This is the machine need to repair. My dear it cost a lot of money, and is out of my
budget at the moment,
my dear please try your level best to Help me

	
	
	
	Scammer 27:
I wish to borrow 5,000 to
10,000 USD from you

Scammer 28:
Please honey can you send
to me 10,000 USD first thing
tomorrow morning? 

Please reply back to me so
that I can give my account
details to you. Much love


	Stage 3.3-Execution

1. Ask for a small amount of money, if the victim complies, scammer will ask for more.

Or

2. Ask for the entire amount at once.

Or

3. Bargaining- ask for a large amount at first, if the victim doesn't comply, the scammer will reduce the demand.
	
	Step 14:

Suggestions and/or advice:
Scammer convinces victim to do as he says

	Scammer 16:
Darling will travel to Venezuela and I will stay there for months so it better I do the transaction before
travelling because I can't transfer in Venezuela

	
	
	Step 15:
Sending reminders:
Scammer reminds or indicates that victim should remember to do something

	Scammer 25:
Please send it to this
account my love. I will be
waiting for your update

	
	
	Step 16:

Threats, warnings, dares:
Scammer indicates that he will take certain actions if victims refuse to do something.

	Scammer 2:
I will share your videos online

Scammer 14:
Your husband will see these pictures

Scammer 6:
I keep all your photos and video

Scammer 10:
You are involved now. They will find you.




Discussion and Conclusion

Our linguistic analysis led to 16 common steps and strategies used by online romance scammers in deceiving targets. These steps and strategies bear resemblance to some common politeness strategies and behaviors given by Brown and Levinson (1987). We divided the overall steps into three main stages. Stage 1 or initial stage involves strategies such as setting up contact and establishing relationship. Stage 2 or pre-attraction involves activities such as gaining trust, developing personal relationship and grooming process whereas stage 3 or what we categorized as hooked involves criminal activities such as maintaining the scam, baiting as well as executing the real plan. The findings of the linguistic analysis also found some politeness strategies used by scammers in establishing relationship with victims and executing their scamming activities. The second stage for instance, involves the following ten common politeness strategies:

Step 1: Claim common Ground- Scammer shows similarities between him and target victim.
Step 2: Scammer notices and attend to victim’s interests and wants
Step 3: Scammer shows concern of victim’s needs and wants
Step 4: Scammer exaggerates interest/sympathy/approval/ towards victim
Step 5: Scammer strengthens his interest towards the victim 
Step 6: Scammer makes interesting offers
Step 7: Scammer shows the act of togetherness by including victim into his plan 
Step 8: Scammer urges for reasons or give reasons for his action
Step 9: Scammer indicates that he wants victim to commit herself to whether she wants to do something for the scammer.
Step 10: Scammer offers interesting gifts
Step 11: Show sympathy, understanding, cooperation 

Step 12 however, did not involve any politeness strategies because scammers usually involved other parties with various assumed identities such as bank managers, custom officers, lawyers or police officers to create a more intense situation and bigger excuse for money. 

Claim Common Ground: The Use of Religious Words and Connotations

Some acts in the earliest stages of the relationship were intentionally performed to build rapport and develop a sense of belonging and solidarity between two strangers. Among the common politeness strategies used by scammers would be to claim common ground, demonstrate similarities and a strong interest (Brown and Levinson, 1987) towards the victims. Scammers 5 and 17 for instance, initiated their conversations with ‘Assalamualaikum’ (an Arabic greeting with religious connotation means peace be upon you) when approaching two Muslim victims. Scammer 24 on the other hand, introduced himself as ‘Yusof’ from Selangor, Malaysia whereas Scammer 18 claimed that he attended one international conference in Kuala Lumpur, Malaysia, fell in love with the city and decided to open his LinkedIn account there (the same online platform where he met the victim). Scammer 22 introduced himself as ‘Dasuki’ (a common Malay name) who were born in Kedah, Malaysia but living and working in London. Scammer 16 repeatedly used the word ‘Jannah’ (an Arabic word means heaven or forever) when describing his everlasting love to the victim. By using familiar names (of people and places) scammers managed to attract victims’ attention to establish instant relationships and connections.

 Previous studies have indicated the use of religious symbols as a powerful marketing strategy in businesses. Abou Bakar, Lee and Rungie (2013) for instance, found a significant impact of religious symbols on product packaging and how these symbols increase consumers’ intention and interest to purchase the products. Global entrepreneurs are aware of the potential persuasiveness of religious words and symbols in advertising. In fact, religious symbols and words not only help gain consumers’ trust towards the products, but also enhance people’s perceptions of the service-providers’ quality and business integrity (Taylor, Halstead and Moal-Ulvoas 2017). For cyber criminals and scammers who gain profit through various manipulative techniques and strategies, this purported marketing approach is seen as an effective method of earning people’s interests, trust and empathy.  

Morrow (2017) describes common ground as a cognitive tool that speakers normally use to facilitate conversation. Common ground is a communication strategy that helps develop shared knowledge and this relies heavily upon speakers’ existing knowledge on the social context, cultural values, norms and beliefs (Brown-Schmidt 2012, Knusten and Le Bigot, 2012). As a result, a smooth communication is achieved when speakers’ and hearers’ knowledge overlaps (Brown-Schmidt 2012, Knutsen and Le Bigot, 2012). In other words, demonstrating common ground not only helps to achieve consensus between scammers and victims, but also reduce any form of cognitive dissonance between strangers. This leads to the next stage of a relationship that includes emotional acceptance and trust development.
[bookmark: _GoBack]
Extra Attention for Instant Benefits

[bookmark: _Hlk509401745]The next strategies would be to pay attention and express extra concern to victims’ needs and wants. These include victims’ need for attention, kindness and approval. This is performed by exaggerating interests and/or sympathy towards the victims (step 2- step 5). Among the common lexical items used at these sub-stages are ‘hope’ (64 units-15 scammers), ‘give’ (62 units- 16 scammers), ‘heart’ (40 units-16 scammers), ‘understand’ (32 units- 9 scammers), ‘wish’ (19 units-8 scammers), ‘promise’ (18 units- 10 scammers) and ‘care’ (53 units-10 scammers). Other frequently-used words and adjectives to attract victims ‘attention would be, ‘god’ (33 words- 6 scammers), ‘bless’ (13 units- 5 scammers), ‘lovely’ (11 units- 5 scammers), ‘beautiful’ (13 units-6 scammers), ‘friends’ (28 units- 15 scammers), ‘friendship’ (13 units- 6 scammers) and ‘great’ (13 units-11 scammers).  

The Final Stage of Execution

The third and final stage (defined as execution) demonstrate a change of linguistic behavior among most scammers. At these last few stages, scammers became more aggressive and assertive towards victims. Demands were made in direct manners and scammers used several linguistic strategies that create a sense of urgency to claim instant money. The third stage comprises the last four steps which are:

Step 13: Scammer indicates that he wants victim to do or avoid from doing something.
Step 14: Scammer convinces victim to do as he says
Step 15: Scammer reminds or indicates that victim should remember to do something
Step 16: Scammer indicates that he will take certain actions if victims refuse to do something.

Among the common lexical items used at these sub-stages are ‘tomorrow’ (35 units-11 scammers), ‘business’ (32 units- 9 scammers), ‘airport’ (29 units- 5 scammers),  ‘need’ (12 units- 6 scammers), ‘urgent’ (19 units-4 scammers), ‘order’ (14 units- 6 scammers), ‘prepare’ (14 units- 4 scammers), and ‘serious’ (14 units- 7 scammers). Scammer 4 for instance, claimed that he was hospitalised for several days and needed money for medical bills. He constantly reminded the victim to bank in money for that emergency purposes. Scammer 6 claimed that some of his goods that were sent to Malaysia were held at the custom office, thus money was needed urgently to retrieve the packages. Scammer 27 claimed that something went wrong with his machine thus he needed 10,000 USD to fix the machine as soon as possible. These are among the emergency situations created by scammers to manipulate victims and implement emotional responsibility to provide financial support for their fake lovers.

In conclusion, the findings of the present research managed to shed light into the common steps and persuasive language strategies used by scammers in deceiving victims. It is hoped that the findings will also contribute to the development of online application that guides users in identifying masked-cyber criminals who toy with people’s feelings to gain profit and unnecessary pleasure.  It is also hoped that the findings will also aid the authorities to combat this crime and reduce the percentage of cyber-crime victims in Malaysia.
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