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ABSTRACT

The new norms during the COVID-19 pandemic contributed to the increased usage of the online
medium. The International Labour Organization (ILO) reports that millions of people were forced to
stay at home during difficult situations (2020). Both the government and corporate sectors are
changing the landscape of their services to online services. Apart from its benefits, the rapid adoption
of technology also increases the risk of data breaches among individuals' personal information. This
article focuses on the intention factor as a motivation to protect the security of personal data among
the youth. A total of 535 respondents in the range of 19 to 30 years old from Putrajaya and Cyberjaya.
They are randomly selected using a multistage cluster sampling method. A set of questionnaires were
distributed online during the Movement Control Order (MCO) that hit all over the world including
Malaysia. To analyse factors affecting the Malaysian youth in protecting the security of personal data
the multiple linear regression analysis was applied. This article reports the intention factor has a
dominant influence in motivating Malaysian youth to protect the security of their data. Additionally,
findings showed that family connection and online banking transactions as the main factors in using
online compared to other motives measured in this study. Therefore, Malaysian youths should be
given the knowledge and awareness to keep on vigilant and protect their data security. Their
motivations need to be nurtured to ensure that Malaysian youth’s personal data remain protected
even if they are actively interacting online.
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INTRODUCTION

2019 was the starting point when the World Health Organization (WHO) announced the
pandemic of coronavirus (COVID-19) that had spread throughout the globe (World Health
Organization, 2020). Such a health crisis had never occurred in the history of human
civilization which caused the world to stall in 2020 (Ahmad, 2022). In its early stages, the
outbreak was identified onlyasan epidemic in Wuhan, China and then unexpectedly spread
out rapidly from China to other countries where Malaysia was no exception. On 24th January
2020, WHO reported the precedent case had spread in Malaysia, and the topmost total
number of daily cases reported was on 20 August 2021 at 23,564 cases (Ministry of Health
Malaysia, 2021). Approachingthe year 2022, the daily cases had declined and on January 1st,
2022, 3,386 cases were recorded and cumulatively Covid-19 cases in Malaysia totalled to
2,761,472 (Ministry of Health, 2022).

Theimplications of this pandemichave changed the landscape of entire human life to
adapt to the new norms. The coronavirus catastrophe is accompanied by a new change in
norms that is so drastic and triggers opportunities for cybercrime or cyber threat that are
unprecedented (Gil, Llinares, Moneva, Kemp & Castano, 2021; Ribeiro, Burkhardt &
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Caneppele, 2021). The outbreak of COVID-19 was a catalyst to opportunitiesin digital crime
in a short period throughout the extraordinary phenomena that occurred in this
contemporary era (Kemp, Gil, Moneva, Llinares & Castafio, 2021).

Additionally, the threat of cybercrime is expected to be greater than the COVID-19
pandemicasitcan also lead to loss of life, and impact businesses and the country's economic
status (Bernama, 2021). Besides affecting public health, the COVID-19 pandemic also
disrupted the economic and sociocultural survival of the community (Ali & Malaco, 2022). A
study by the London-based Department for Digital, Culture, Media, and Sport confirmed that
higher risk levels occurred during the COVID-19 pandemic thus leaving businesses more
impacted to handle cyber security measures (Department for Digital, Culture, Media and
Sports, 2021).

The COVID-19 pandemicthat spread throughout the country has not yet shown a sign
of an end and has driven the use of digital technology in daily transactions including business
operations (Berger, 2021). According to IBM Security (2021), the average loss involving data
intrusion for companies with a larger cloud of USD 5.12 million compared to USD 3.46 million
before the pandemic. A magazine focusing on personal data security based in Singapore
revealed that on average, the websites of the most influential Fortune 1000 business
magazines in the United States have 135 third parties’ data requests to enrich business
models, build profiles and disclose their customers' information (Barnett, 2022). Like other
countries around the world, Malaysia through the National Security Council implemented the
Movement Control Order (MCO) to break the precession of COVID-19 transmission (Majlis
Keselamatan Negara, 2022). A study by Gartner.com found that 88% of the 548 institutions
in the United States encouraged or recommended employees to work from home (Baker,
2020). It is undeniable that changesin the new norm are a catalyst for the rapid use of online
service facilities.

The consequences of disclosing personal information while transacting or
communicating online without being vigilant have shown an increase in cases even though
the government through the Ministry of Communications and Multimedia Malaysia (MCMM)
and its agencies have issued warnings to maintain personal confidentiality. The strategy of
working fromhome and online shoppingon a large scale around the world as part of the new
norm to control the virus from spreading also contributes to the deviation in opportunities
for committing crimes online (Hawdon, Parti & Dearden, 2020; Payne, 2020). Various
employment in large, medium, or in small scale has started to expand their services and
products onlineincludingthe bankingsector. As aresult, the bankingsectoris exposed to the
high jeopardy of online transaction security threats. Hence, banking institutions in Malaysia
have developed cyber security strategies by establishing cyber security and data protection
units in the Department of Digital and Technology as part of their governance. This strategy
is undertaken to strengthen and ensure that risk management involving banking activities is
well managed to gain the trust of their customers (Bank Negara Malaysia, 2020). The outbreak
of the deadly virus has increased digital transformation in the banking and e-commerce
sectors as consumers are forced to embrace radical changes to interact with financial
institutions or deal with e-commerce (Al-Saadi, 2021; Vasenska, Dimitrov, Davidkova, Krasteyv,
Durana & Paulakiet, 2021).

In Malaysia, the government through the Ministry of Communications and Multimedia
Malaysia (MCMM) introduced the Act of 709 which is the Personal Data Protection Act in
2010. The act was purposely developedto allowthe handling of personal data in commercial
businesses in Malaysia. Commercial transactions in this context involve business activities
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such astrade, insurance, banking, sale, and services. However, several situationsdo not apply
to this act involving credit reporting agencies, non-commercial transactions,
personal/family/household matters, federal and state governments, and data processed
outside Malaysia. According to the Bank Negara Malaysia (2017), Act 709 also entitles
individuals to matters such as (1) to be notified of the probability of an organization
processingtheir personal data; (2) to access theirown personal data; (3) to correct their own
personal data; (4) to revoke consent to process personal data; (5) to avoid processing that
may trigger harm or stress and (6) to avoid processing for direct promoting purposes.

A commentary on privacy rights was revealed in the media stating that the 'right of
personal privacy of every person in the country is guaranteed by law. Previously, the law of
the right to personal privacy was vague. This is because Act 709 was enacted based on
'‘Common Law' and further reinforced by the debate in the Parliament of Malaysia through
the Personal Data Protection Act, 2010 (Act 709) which was enforced in 2013 (Buang, 2020).
Despite having strict internet network security it is also seen that cybercriminals had
intensified their cyber-attack weapons such as Ransomware which extorted money from
victims (Kaspersky, 2021).

LITERATURE REVIEW OR RESEARCH BACKGROUND

Personal Data Security Threats

Not just Malaysia, but many countries were facing a personal data security crisis. The
disclosure of a report claiming that a total of 4 million Malaysian data belonging to the
National Registration Department (NRD) were leaked and attempted to be sold online for
RM35,000 (Rozlan, 2021). This issue is a concern to various parties as the cyber threat not
only threatens the owner of the personal information but also gives the impression that the
country's cyber security level is at a dangerous level. The low level of awareness of the basics
of internet knowledge contributes to the increase in cases related to online fraud, online
disruption, and identity theft (Ahmad & Othman, 2019). The excitement over the
advancement and rapid pace of technology that opens borderless spaces for youth has been
manipulated by irresponsible parties (Ishak, Ismail, Mat, Kassim, Mamat & Talib, 2016).

A British tech website reported the results of a study on the assessment of privacy
protection and national surveillance of 47 countries based on 15 criteria and found that
Malaysia was ranked in the bottom five with a score of 2.64 (Bischoff, 2021). The report also
revealed that among the criteria which demonstrate privacy vulnerabilities and surveillance
of cyber security controls in Malaysia include constitutional and statutory protections, privacy
enforcement, and government access to data (Majid & Alizan, 2019). Based on the report, the
legal expert recommends that the Malaysian government should adaptto the technologically
advanced environment and enforce the limitation of sharing of personal data between
agenciesthat arethe cause of violations of the legislation enacted. Also, accordingto the legal
expert, this strategy is important to prove its seriousness and demonstrate its commitment
to protecting data security and the privacy of Malaysian citizens. Personal data security
threats are described as 'when' not 'if' problems, therefore stakeholders should always be
vigilant by taking action to develop a strategy plan, develop a response, determine the
severity of incidents, and assign roles to the relevant parties (Neubauer, n.d.). A survey, The
Internet User Survey Malaysia 2020 conducted by the Malaysian Communications and
Multimedia Commission (MCMC) reported that about50.4% of Malaysians feel confidentand
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secure in their data in government keeping compared to service providers (40.6%) and non-
governmental organizations (40.2%) during the outbreak.

Malaysian Youth Landscape
According to Organisation and Youth Development 2007 (Act 668), the definition for youth
in Malaysiaisindividuals aged 15to 40 years old as stated in the National Youth Development
Policy 1997, Ministry of Youth and Sports Malaysia (MYS). In the context of positive youth
development implementation strategy and activity orientation, the focus is given to youths
aged 18 to 25 years old. However, the establishment of the Malaysian Youth Policy (MYP)
2015-2035 as a holistic and futuristic blueprint defines youth as individuals aged 15 to 30
years old. This initiative has outlined the goals, strategies, action plans, and implementation
to showcase Malaysian youth potential. Adaptation to technology is one of the four
challenges outlined in MYP which focuses on the technology of information and
communication, digitalisation, new media, and innovation in science and technology.
Accordingto the Jabatan Perangkaan Malaysia (2021a), out of the total population of
32,584.0 million, there were 9,794.7 Malaysians aged 15-30years. Based on the total, 51.60%
or 4.64 million are male youths while a total of 48.40% or 4.36 million are female youths aged
between 15 and 30 years (Institute for Youth Research Malaysia, 2020). Further analysis by
the Institute for Youth Research Malaysia (IYRES) and referring to Department Statistics of
Malaysia (DOSM) data projections show that the youth age group represented 27% of
Malaysia's total population of 33.7 million people (Institute for Youth Research Malaysia,
2021).

Youth and Challenges of the Digital World

It was recorded that 59.5% of internet users worldwide in January 2021. Based on that
number, 92.6 % had accessed the internet using mobile devices (Johnson, 2021). Based on
the challenges of the digital world, the Malaysian Youth Policy (MYP) has outlined four key
youth challenges by 2035. The key challenges are technology and the digital world. Based on
these challenges, a study on Internet Users Survey 2020 by the Malaysia Communications and
Multimedia Commission (MCMC, 2020) revealed a total of 47.0% of Internet users in Malaysia
felt safe using the Internet network in their daily lives. The study also reported that the five
main activities of Malaysians using online platforms are communication at 98.1%, accessing
social media at 93.3%, watching videos at 87.3%, communicating by video at 81.1%, and
obtaininginformation at 74.3%. The Global Digital 2021 reported that the world's population
is a total of 7.83 million. Based on this figure, the United Nations (UN) states that it is now
increasing by 1% per year. It reflects that the total global population has expanded to 80
million people since 2020 (Kemp, 2021). The report also mentioned that mobile phone users
of 5.22 billion people isequivalent to 66.6% of the world’s population. These statistics showed
an increase of 1.8% (93 million people) in early 2020. The report also concluded that
worldwide there were a total of 4.66 billion internet users as of January 2021 with a growth
of 316 million or 7.3% since 2020. This means that the percentage of global internet
penetrationrecorded a total of 59.9%. Social media users are recorded as 4.20 million people
worldwide and keep an increase of 490 million in the last 12 months. The percentage of
growth is greater than 13%. These statistics show that the total social media consumption is
now equivalent to or more than 53% of the world’s population (Kemp, 2021).
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This scenario is supported by a survey duringthe period of the COVID-19 outbreakin
Malaysia. The result of the survey showed a significant finding where Malaysian internet users
aged 15 years and older increased from 89.6% in 2020 compared to 84.2% in 2019 (Jabatan
Perangkaan Malaysia, 2021b). PEW Research Centre revealed most Americans are using
Youtube and Facebook besides using Instagram, Snapchat, and Tik Tok, especially teens aged
30 and below (Auxier & Anderson, 2021). In Malaysia, there has been an increase of 6% in
social media users in 2021 from 81% in 2020 to 86%. Facebook is ahead of social media
followed by Instagram, Facebook Messenger, and LinkedIn (Muller, 2021). The use of mobile
device technology often targets youth age groups with the motive of collecting extensive
information without providinga link to privacy or access policies for users to know how their
datais beingprocessed (Cohen & Yeung, 2015). Additionally, the marketing provider targeted
young social media consumers that shared their personal data information based on the
information provided when they used it for the first time (Zarouali, Poels, Ponnet & Walrare,
2018). In this regard, individuals become insensitive to the situation as they are currently
benefiting from the services, plus the tendency to not take precautions (Chen, Beaudoin &
Hong, 2016).

Accordingto Shin (2020), youths are now often referred to as digital natives whereby
they are born and grow up in tandem with the rapid pace of digital technology. Most
youngsters are very dependent on technology and know nothing about this world without
media in their daily activities. The situation is obscured by the facilities that they obtain by
sharingpersonalinformation. Thisis caused by an individual's negligence which can lead to a
more dangerous cybercrime threat. The current situation shows two main categories of
cybercrime identified which involve cyber-dependent crimes such as software hackers, and
attackdenials, and secondly are crimes such as phishing, identity theft, cyber romance fraud,
and online purchase fraud (Wagen & Pieters, 2020).

Yet what is more worrying is excessive information sharing but the slighter effort to
protect the security of personal data which contributed to a target becoming a victim of
cybercrime (Larose & Rifon, 2007). This situation also illustrated cyber security vulnerabilities.
Therefore, itis an obligation to protect the security and privacy of social media users as more
users are exposed to the security and privacy risks of online transactions (Schaik, Jansen,
Onibokun, Camp & Kusev, 2018). Thisis because each individual has his own social influence,
level of trust, and ability to protect the security of their personal data (Chen, Hammer &
Dabbish, 2019).

It is the right of an individual to make decisions about their data security in this
borderless world (Lee, Wong & Chang, 2016). Nevertheless, the issue of personal data security
is becoming more complicated and complex as individuals concerned about data misuse
continue to pursue the desire to use services that are increasingly becoming a necessity
(Blank, Bolsover & Dubois, 2014). Hence, this shows how important it is to understand the
youngster’s behaviours in decision making based on theories related to human behavioural
changes.

The Theory of Planned Behaviour (TPB) and Youth Personal Data Security

In line with this phenomenon, the study was designed using the TPB founded by Icek Ajzen
(1985). One of the variablesin TPB is intention. This refers to a situation whereby the stronger
an individual has the intention to change the behaviour from negative to positive, the more
likely the individualis to change the behaviour as a lifelong process (Ajzen, 1991; Ajzen, 2020).
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Protection Motivation Theory (PMT) and Youth Personal Data Security

PMT were introduced by Ronald W. Rogers (1975). Two main constructs under PMT used are
threat assessment and threat coping skills. Rogers (1983) has reviewed PMT for application
in the discipline of public health and safety research. Briefly, PMT is a theory that explains
that when a person is provoked by a threat, cognitively the individual evaluates the threat
and finds a way to overcome the threat (Menard, Warkentin & Lowry, 2018). The threat
assessment process depends on the severity of the threat which will alert the motivation
factor to protect themselves from anindividual who deals with the situationitself or through
the experience of anotherindividual (Cummings, Chuah & Ho, 2018). PMT has proven is very
powerful to test fear based on experience and is a motivation to change the behaviour of
adhering to a policy by the government (Anderson & Agarwal, 2010; Vance, Siponen &
Pahnila, 2012; Mahbob, Sulaiman, Rahim, Jaafar & Sulaiman, 2013). In thisregard, the study
adapted to a group of Malaysian youth as a subject of the study. Thisis an age group naturally
vulnerableto the challenges of today's digital world. The combination of theoriesis shown in
the diagram below:

Attitude

Subjective
Norms Protecting

Personal Data

Intention =

Behaviour
Control

f

Protection
Motivation

T~

Threat .. .
Assessment Coping Skill

Figure 1: Integration of the TPB and PMT theory

a. Research Objective

The aims of this study are to examine the intention factor as a motivation to protect the
security of the youths’ data when transacting or communicating online. Regarding the
objective of this study, the hypothesis of the studyis developed as below:

Hi: Thereis a significant relationship between intention as a motivating factor to protect the
security of youth privacy data.

Theintentionin TPB and protection motivationin PMT are widely and commonly used
in social phenomena research to change the behaviour of human beings. For example, a study
by Cummings, Chuah and Ho (2018) uses the combination of this theory in nanotechnology-
based research. Furthermore, a study among young people in Mexico and Colombia on
privacy and security in communicating or transacting online by Gastell, Zanabria and
Armenta (2020). Individuals also tend to show a positive attitude if third parties ask for
permission to use their data for service marketing purposes (Tsang, Ho & Liang, 2004). The
intention is alsoa complex behaviourto understand (Eri, Islam & Daud, 2011). If the intention
factor does not affect a person to change the behaviour, the probability of a behaviour s
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influenced by other factors that need to be studied by social science researchers. There are
direct influences such as fear of behaviour change (Boss, Galletta, Lowry, Moody & Polak,
2015) and warning (Anderson, Vance, Kirwan, Eargle & Jenkins, 2016) to change the behaviour
(Jenkins & Durcikova, 2013). Furthermore, the threat assessment factor influences an
individual's behaviour to take more precautions against the spread of COVID-19 information
through social media (Allington, Duffy, Wessely, Dhavan & Rubin, 2021). An analysis of
followers of the government's social media accounts found that they significantly changed
their threat assessment, developed threat copingskills, and enhanced behaviours to protect
safety from COVID-19 (Tang, Miller, Zhaou & Warkentin, 2021). The government of Japan also
implemented a study to monitor the patterns and media coverage among the young
generation during COVID-19 (Lee, 2021). Although an individual has a high confidence level in
the response to protect the personal data they shared, sometimes they are not convinced of
the actionstaken (Boerman, Kruikemeier & Borgesius, 2021).

METHODOLOGY

This quantitative study used a questionnaire conducted online after obtaining the approval
of the university's Ethics Committee. This study involved a total of 535 respondentswho are
randomly selected by using the multistage random sampling approach. This approach was
carried out to ensure that youths from two study locations namely, Putrajaya and Cyberjaya
have homogeneous characteristics with equivalent chances of being chosen as the sample of
the study. This study focuses on middle youth (19-24 years old) up to the end youth (25-30
years old). The subjects of this study were considered a part of that labor market and had
access to Internet facilities in their daily life routine. These two locations were selected based
ontheirlocation as the MultimediaSuper Corridor (MSC) hub and the smart city. In 2019, the
government through MCMM in collaboration with Maxis and Huawei selected this location
for the testing of free 5G broadband services before being expanded throughout Malaysia.
This service gives the advantage to youthsin these locations using the Internet facilities more
widely than youthsin otherlocations.

The SPSS 25.0 software was applied to analyse multiple regression procedures. This
analysis was made to identify the effect of the influence of intention on threat assessment
skills and threat coping skills. The purpose of using regression analysis is to study the
correlation between dependent and independent variables using mathematical formulas
(Pallant, 2011; Tabachnick & Fidell, 2013). The main indicators for reporting the regression
relationship of the variables studied are regression coefficient (R?), variant, and Beta value as
detailed in the results sections.

RESULTS AND DISCUSSION

Table 1 shows the profile of the demographic respondents by locality, gender, category of
age, ethnicity, and employment status. The findings showed that 282 (52.7%) are respondents
from Putrajayaand 253 (47.3%) are from Cyberjaya. Based on gender, 272 (50.8%) are male
and 263 (49.2%) are female. The percentage shows no significant difference between gender.
Meanwhile, 308 (57.6%) are middle youth aged 19 to 24 years old, and 227 (42.4%) are the
end youth aged 25 to 30 years old. Atotal of 352 (65.7%) are Malay respondents, followed by
Indians at 100 (18.8%) and 83 (15.5%) Chinese. The status profile of employment showed that
a total of 337 (63.0%) are employed, 165 (30.8%) are studying, and 33 (6.2%) are not
employed.
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Table 1: Demographic profile

Profile (n=535) Description Frequency Percentage (%)
Location Putrajaya 282 52.7
Cyberjaya 253 47.3
Gender Male 272 50.8
Female 263 49.2
Age Category Middle Youth 308 57.6
End Youth 227 42.4
Ethnic Malay 352 65.7
Chinese 83 15.5
Indian 100 18.8
Employment Working 337 63.0
Status Not Working 33 6.2
Studying 165 30.8

Table 2 shows the motive of the study respondents to use the facilities online. The
findings showed that motives related to family/friends and using online banking services
showed the highest percentage of 512 (95.7%) and 499 (93.3%) respectively. The trend of
online purchasing or shopping recorded 442 (82.6%). Meanwhile, the lowest percentage of
204 (38.1%) are playinggames online.

Table 2: Motives for using online services

Motive (n=535) Frequency Percentage (%)
Connect with family/friends 512 95.7
Online banking 499 93.3
Online shopping 442 82.6
Obtain study information 290 54.2
Obtain job information 264 49.3
Finding new contacts 222 41.5
Online gaming 204 38.1

Table 3 shows the analysis of the Threat Coping Skills (TCS) variable with the Threat
Assessment Skill (TAS) variable against Intention. The analysis shows the value of R?=.559.
Followed by the Durbin-Watson value of 1.902 which indicates that the value meets the
weighted value between 0 and 4. The Durbin-Watson value obtained explains that the
correlation between residualsis acceptable for further analysis purposes.

Table 3: Summary of model

Model R R Square Adjusted R SD of the Durbin-Watson
Square estimation
1 747° .559 .557 1.18920 1.902

a. Predictors: (Constant), Coping Skill, Threat Assessment
b. Dependent Variable: Intention

Based on the R? result, the value of the variation is 55.9%. This suggests that 55.9% of
the intent factor (DV) can be explained by threat coping skill variables (IV) and threat
assessment skills (IV). The remaining 44.1% of the DV variation cannot be described using
these two IVs alone. These findings explain there are other factors that contribute to the
intention of changing from negative to positive behaviour which is not covered in this study.
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Table 4 refers to the Anovavalue in the analysis performed. The findings show that H;
was accepted at significant values (F=336.683, p = 0.00b). These findings explain that
intention has a significant connection to threat-coping skills and threat-assessment skills. In
detail, this data shows that the intention factorinfluences the behaviour of Malaysian youth
in assessingthreats and overcomingthreats to protect their personal data security.

Table 4: ANOVA? result

Model 1 Sum of Squares df Mean Square F Sig.
Regression 952.274 2 476.137 336.683 .000°
Residual 752.354 532 1.414

Total 1704.628 534

a. Dependent Variable: Intention
b. Predictors: (Constant), Coping Skill, Threat Assessment

Table 5 shows the factors that contribute more to the intention factor to transform
the behaviour. The findings showed that the threat coping skills recorded a value of B = .412
compared to the threat assessment skill of B=.366 although both variables were significant p
< .001. These findings clearly show that threat-coping skills are a unique contributor more
influential than the skill of assessing threats to the Malaysian youth’s intention to protect
their personal data security.

Table 5: Coefficients result

Model 1 Unstandardized Standardize Standardized t Sig.
B d Std. Error Coefficients
Beta
Constant 1.037 723 1.436 .152
Threat Assessment 274 .040 .366 6.792 .000
Coping Skills .205 .027 412 7.634 .000

a. Dependent Variable: Intention

IMPLICATION
Overall, the study focuses on the security factors of personal data of Malaysian youth aged
19 to 30 years old by applying two theories, namely TPB and PMT. TPB is used as a basis and
PMT is combined to improve TPB. The use of these two theoriesis based on the characteristics
of the equation (Milne, Sheeran & Orbell, 2000) which makes these two theories suitable for
integration (Pang, Tan & Lau, 2021). Various social science studies have used these two
theories simultaneously. A Comparative study between TPB and PMT confirms that TPB is the
most significant theory in studying the main constructs of attitudes, subjective norms, and
self-efficacy toward the security system policy of internet users compared to PMT (Nasir,
Arshah & Hamid, 2018). The researchers also recommended further studies be carried out by
various parties based on their findings. This combination of theories has been widely studied
in various research subjects across the research field disciplines. Grimes and Marquardson
(2019) combined TPB and PMT theoriesto study the quality of systems to evoke positive social
norms, lower threat assessments, improve coping assessments, and influence safer
behaviouralintentions. The result of this study also explained to the stakeholders the crucial
importance of protecting the security of the citizen’s personal data in the challenges and
adaptation of today's technological rapidity. According to Saizan and Singh (2018),
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policymakers need to use input on research results to increase cyber security awareness and,
at the same time, lower the statistics of cybercrime cases.

Empirically, it has been confirmed that behaviouralchange is the key to protecting the
security of a youth's data. The youth generation or synonyms as the generation of millennials,
echo boomers, boomlets, nexters, generation Y, Nintendo generation, or digital generation
are described as sociable, open-minded, and well-informedin the digital world (Raines, 2003).
They grew up in a rapidly digital world environment and did not take privacy and security
seriously when conductingonline dealings. However, it does not mean that they do not care
aboutthe personal data thattheyshare online (Daisyme, 2015). Youths are concerned about
maintaining the privacy of their data and recommend online service providers provide a more
secure additional space to ask questions or open a dialogue on internet security (Das, Cheung,
Nebeker, Bietz & Bloss, 2018). A high level of literacy on the security of personal data has
significantly contributed to lower levels of privacy concerns (Mekovec & Vrcek, 2020).
However, the viewpoint that attracts worry which leads to changes in behaviour is a more
effective strategy for protecting the security of an individual's data (Luthfia, Triputra &
Hendriyani, 2020). It is acknowledged that the effectiveness of the PMT model depends on
the delivery of an appeal-based message in the form of threats or fears aimed at arousing fear
and then encouraging them to cope with threats (Moody, Siponen & Pahnila, 2018).
Sometimes actions or punishments imposed on the perpetrators of digital crimes also warn
other individuals to fear facing the same punishment. The fear factor is capable of being a
catalyst toward a more positive behaviour change.

The findings of this study recommend that the decision-makers strengthen the
enforcement of Act 709 to protect the rights and interests of all youths in Malaysia who are
affected after being victims of cyber threats. Cyber experts must create a more secure user
access method (Singh & Singh, 2019) despite beingaware that policymakers and stakeholders
face significant challenges in enforcing existing laws (Pitchan, Mahmud, Sannussi & Salman,
2015). The determination in enforcing the Personal Data Protection Act (PDPA) or Act 709
gives confidence that the government is positioning a priority on achieving the main objective
of theimplementation of this act which is to regulate the processing of personal data through
commercial transactions. Globally, the General Data Protection Regulation (GDPR) is used as
a fundamental for the formation of acts and policies to protect the security of the personal
data of its citizens. The similarities between GDPR and PDPA include employees' personal
information, religious beliefs, contact information, medical, and financial data, payroll, work
performance, and so on (Alagaratnam, 2021). In order to ensure that the rules remain
relevant, changes according to the current rules should be implemented. For example, the
three global business landscapes that have required changes since the GDPR was
implemented in 2018 are (1) privacy and the protection of personal data is now more
important than ever to protect business data not only in Europe but around the world; (2)
thoroughness and detail where breaches of the GDPR are frequent and considered common
and (3) the'encryption'element needs to be enhanced to ensure the security of personal data
is preserved and reduce concerns of data breaches (Lechner, 2020).

In dealing with the big data industry to achieve the goals of the Shared Prosperity
Vision 2030 (WKB2030), the provision of security systems needs to be emphasized by industry
players. The cryptographictechnique usingthe bigdata industry-based system is identified as
a tool to protect personal data stored, processed, shared, or accessed by non-authority
(Fraga-Lamas et al., 2016). The current communication technology uses methods to control
access by avoidingdubious data violations. The process to ensure the accurate use of certain
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information according to the established basis also plays a role in ensuring that the security
system of data is not compromised (Sen, 2014).

In addition, the findings of motives using the internet supported the previous study.
They claim that it was important to know the motives for internet use in studies related to
the issue of protecting the security of users' personal data (Luthfia, Triputra & Hendriyani,
2020).

RECOMMENDATION AND CONCLUSION

This study revealed it is important to educate Malaysian youth to control their behaviour by
practicing a more positive and active daily lifestyle. It is undeniable that digital technology
makes it easier for users. However, it has an impact on social relationships between families
and communities (Quaglio & Millar, 2000). People tend to limit themselves to some things
valuable to be enjoyed such as the quality of social relationships. The more people are busy
getting connected online but disconnected from the people surrounding them, the more
value is missing. Thus, quality and well-being can be achieved provided that individuals
choose to change behaviour towards more positive either virtually orin the real world.
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